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Goals

This guide will help you understand how to remote login to your Linux server system via SSH
(Secure Shell) to access the system contents from the back-end. Once you have successfully
logged in, you will be able to view contents, edit contents, and execute commands from your
system back-end.

To SSH into an environment, all you require is the remote system IP address, username,
password, and an SSH client.

What is SSH? What is a SSH Port? Why SSH?

Secure Shell or SSH is a network protocol that is used to connect to a server system, transfer
data, and execute commands via a secure line between two network systems. The default port
number is 22.

You may ask why you would want to use SSH if there are many other remote protocols. This is
because SSH is a replacement for other remote protocols such as rsh, telnet and rexec, which all
send information as plain text (including passwords and other user information). Therefore, there
is a high security risk factor with sending data using these protocols. SSH overcomes this
security issue by encrypting the data and sending it via a secure line. SSH provides high
confidentiality and integrity of data over any secured or unsecured network.

How do you Connect via SSH from a Linux System?

1) Open the terminal or shell (the command line).



test userl@Centos ~1$ |

2) You can type the command below to connect to a remote system via SSH protocol.
ssh <username>@<remote system IP>

For example, if the username is “root” and the remote system IP is 10.0.0.239, you can type the
following to connect to the system:

ssh root@10.0.0.239

[test userl@Cent0S ~]$ ssh root@10.0.0.239j

3) If you are connecting to the system for the first time, you will be asked the following.
You can type “Yes” to connect.

[test userl@Cent0S ~]$ ssh root@l0.0.0.239

The authenticity of host '10.0.0.239 (10.0.0.239)' can't be esta
blished.

RSA key fingerprint is 86:4b:d6:af:51:ef:80:2f:7f:82:d3:17:d6:e8
:d0:5c.

Are you sure you want to continue connecting (yes/no)? |

In this section SSH is asking for host validation. This is an important feature of SSH for better
security and prevention of hacking methods such as spoofing. SSH is simply asking you whether
this the system or server that you were expecting to connect to.

4) In the next step, you will see a prompt to type the password.



\re you sure you want to continue connecting (yes/no)? yes
arning: Permanently added '10.0.0.239' (RSA) to the list of kno

in hosts.
-00t@10.0.0.239's password: [

5) Type the remote user password and you will be connected to the system.

root@l0.0.0.239's password:
Last login: Sat Mar 17 12:22:11 2012 from 10.0.0.239

[root@Cent0s ~]# |

6) Now you have successfully logged into your server system via SSH!

How do you Connect via SSH from a Windows System?

If you are on a Windows PC, you can also connect to your server system via SSH. There are a
number of SSH clients available on the market and most of them are free to use. One example of

an SSH client is PUTTY.
In this section we will discuss about how to connect to a remote PC via SSH using PuTTY.
1) First, you have to install PuUTTY software on your system.

You can go to the official PUTTY website for downloading the latest version of PUTTY:
http://putty.nl/download.html.

2) After installation, simply click on the PUTTY icon to execute the program.

»
"
Mozilla Firefox

3) Now you will get the PUTTY connection screen.


http://putty.nl/download.html

2 PuTTY Configuration
Category:

[=- Session

[ Logaing
= Teminal

- F.eyboard
- Bell
- Features
(=) "Wirdow

- BppEarance
- Behawiour
- Tranzlation
- Selection
- Colourg
= Connection
. Data
- Promy
- Telnet
- Rlogin
[+ 55H
- Serial

B asic options for your PuT TY session |

Specify the destination you want to connect o

Hozt Hame [or IP addrezs] Port

[ |[22 |
Conkection bpe:

(JRaw (O Telnet ) Rlogin 33 55H () Serial

Load, zave or delete a stored zeszion

Saved Sessions

Default Settings

Delete

[2g] |
1]
=
[a1]

Cloze window or exit:

(O ahway: () Never (%) Only on clean exit

[ Open ] l LCancel

4) Inthe Host Name (or IP address) field, please provide your remote system IP or the

system host name.



28 PuTTY Configuration
Cateqgory:

[=- Sezsion
Logging
[=- Terminal
- Keyboard
- Rell
- Features
[=I- W indo

- Appearance
- Behawiour
- Tranglation
- Selection
- Colours
[=- Connection
- Data
- Pramy

- Telnet
- Rlogin
[+ 55H
- Senal

5) In the Port field, please provide the port number ‘“22”. (It is the default SSH port. If the
server is using a different SSH port, then you have to specify that port here.)

B azic options for your PuTTY sezzion

Specify the dezstination you want to connect ko
Hoszt Mame [or IP addresz] ork
110.0.0.239 2

) Raw (O Telmet ) Rlogin &) 55H () Serial

Load, zave or delete a stored session

Saved Sezsions

Default Settings Load

Save

Delete

il

Claze window an et
O Adway: (O Mever (3 Only on clean exit

[ Open ] [ Cancel




28 PuTTY Configuration
Cateqgory:
= S_essiu:un B azic options for your PuTTY sezzion |
L.cuggmg Specify the destination you want to connect o
[=- Terminal
Hoszt Mame [or IP addresz]
- Keyboard
Bl 110.0.0.239
- Features Connection bppe:
= Window ) Raw (O Telmet ) Rlogin &) 55H () Serial
A
pREArANCE Load, zave or delete a stored seszion
- Behawiour
- Tranzlation Saved Sessions
-~ Selection | |
- Colours :
Default 5ettings
[=- Connection [ﬂ]
- Data S ave
e
- Rlogin
[+ 55H
- Seiidl Cloze window an et
O Adway: (O Mever (3 Only on clean exit
T

6) Inthe Connection type section, please select SSH.




X PuTTY Configuration rgl

Categorny:

=+ Sezsion B azic optionz for your PUT T seszion
L.Dgglng Specify the destination pou want ko connect o

= Termminal

Host Hame [or IF addressz) Bort

¥.eyboard
Bl 110.0.0.239 |22 |
Features Connection type:

= W ind o O Raw (O Telhet O Rlogin & 55H ) Seial
A,

ppea.rann:e Load, zave or delete a stored session
Behaviour
Translation Saved Sezsiong
Selection | |
Colourg :
Default Settings

=) Connection [ﬂ]
Data B
o [ Save ]
Rlagin

S5H
Seral Cloze window ar exit;
) Always (O Mever (3 Only on clean exit
o [ co

7) Now click Open to connect to the remote system. If you are connecting for the first time,
you will receive a host key validation prompt. This is an important feature of SSH for
better security and prevention of hacking methods such as spoofing. SSH is simply
asking you if this is the system or server that you were expecting to connect to. You can
click “Yes” to continue.



-[B[x]

PuTTY Security Alert

The server's host key is not cached in the registry, You
hawe no guarantee that the server is the computer wou
think, it is.

The server's rsaz key fingerprint is:

ssh-rsa 2048 86:4b:d6: af;51:eF:80: 2F: 7F:82:d3:17:d6:e8:d0:5c
If wou krust this host, hit Yes ko add the key ko

PuTT%'s cache and carry on connecting.

If wou want to carry on connecting just once, without
adding the ke to the cache, hit Mo,

If wou do not trusk this host, hit Cancel to abandon the
conneckian.

]l Cancel |

8) In the next step, you will see a prompt to type the username. Please provide your
username there.

£ 10.0.0.239 - PuTTY

login a=:

9) In the next step, you will see a prompt to type the password. Type your password there.
(Note that, in PUTTY, you cannot paste the password. You have to manually type it into
the screen.)



£ 10.0.0.239 - PuTTY
logi

root@l10.0.0.2392'= p

10) Now you have successfully connected to your system using PuTTY.

# root@Cent0S: -

Conclusion

Now you have successfully logged into your remote server system via SSH. You can view your
system contents, edit those contents, and execute commands from the system back-end. Even if
you have a control panel, it is sometimes necessary to access contents from the back-end. If you
encountered any issues with this guide, please also note that there is additional information
available in our Wiki database at http://myhosting.com/kb. Finally, we encourage you to contact
our technical support team by email at vps@myhosting.com, or calling us at 1-866-289-5091
with any questions or concerns.
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